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Abstract
Cellular basebands are critical components in mobile de-

vices, enabling connectivity with cellular networks. Their
notorious complexity, proprietary design, insufficient security
hardening, and support for multiple generations of cellular
protocols make them a prime target for attacks. Although
billions of devices rely on these components, baseband secu-
rity remains poorly explored, despite many papers published
in the past few years. This paper provides a systematization
of knowledge on baseband security, analyzing prior work
on vulnerability discovery and attack surfaces. We present a
taxonomy of vulnerabilities, review state-of-the-art analysis
techniques, including static analysis, over-the-air testing, and
emulation, and discuss their respective strengths and limita-
tions. Finally, we outline promising research directions to
address gaps in current methodologies. Our goal is to pro-
vide a comprehensive framework that guides future work and
strengthens the security of cellular ecosystems.

1 Introduction

Smartphones contain dedicated chips that handle communi-
cation with cellular networks. These chips are commonly
referred to as basebands, cellular processors, or modem pro-
cessors. They enable the phone to connect to the mobile net-
work, send and receive phone calls and SMS but also handle
data connectivity and manage handovers.

To enable these interactions, they support multiple genera-
tions of complex protocols. These protocols are standardized
in multiple documents, written in natural language, which are
sometimes imprecise or subject to interpretations [73]. More-
over, most basebands still support 2G standard, first deployed
in 1991. Although 2G is being phased out, and can be manu-
ally deactivated in some devices, it is still needed. The UK,
for example, scheduled phasing out 2G in 2033 [69]. Such
complexity hinders the implementation of cellular logic in
baseband firmware and can lead to undefined behaviors [50]
potentially introducing vulnerabilities into the system [70].

Moreover, cellular protocols support numerous capabilities,
resulting in a large attack surface. Part of this attack surface
is accessible even before the phones authenticates with the
cellular network.

This protocol complexity results in large and sophisticated
firmware, making analysis challenging for several reasons.
The first reason is that baseband firmware size is important,
a firmware for Samsung’s Shannon baseband chipset can
contain more than 90k functions [46]. Additionally, base-
band firmwares are proprietary, with little information about
their inner workings being publicly available. Most avail-
able information comes from reverse engineering of these
firmware. Also, as debug information is removed from the
baseband firmware, for example, in Qualcomm’s baseband
firmware [30], this reverse engineering is challenging to do.

These firmware run on dedicated, undocumented hardware
and use custom Real-Time Operating System (RTOS) which
needs to be reversed in order to understand the inner work-
ings of the firmware. For example, Samsung and Qualcomm
basebands use their own proprietary RTOS [62, 74].

In order to investigate the security of those basebands, re-
searchers initially applied manual reverse engineering [19,27,
34]. However, as external information is scarce, and as the
firmware size is significant, reverse engineering is difficult
and does not scale. Researchers have developed automated
tools to ease this analysis [41, 45, 46, 50, 61, 70, 83].

The analysis of baseband’s firmware is also made harder be-
cause debugging interfaces are generally disabled on produc-
tion devices [30]. They additionally suffer from the classical
difficulty of detecting crashes in embedded systems [67].

However, most implementations are written in memory un-
safe languages such as C and C++, raising the risk of memory
vulnerabilities (such as buffer overflows, integer overflows,
use after free or other vulnerabilities [81]).

These chips run independently of the application proces-
sor, and are less hardened than application processors [86].
For example, Samsung basebands do not support ASLR [15].
Some researchers [57] recommend hardening the basebands
firmware or using memory-safe languages for critical compo-
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nents, such as parsers that handle untrusted data.

Vulnerabilities in baseband are critical as they can lead
to privacy issues, the baseband has access to internal com-
ponents such as the microphone [86]. Furthermore, vulnera-
bilities in basebands leading to crashes can endanger people
relying on those devices as they can prevent accessing emer-
gency services. But those vulnerabilities can also be exploited
silently [56, 90] as the baseband is independent of the main
OS processor, it is therefore difficult to monitor the baseband
activity, and it is not possible to run antivirus on it.

Moreover, those vulnerabilities can be exploited remotely
as basebands are able to communicate over the air with other
base stations, thereby exposing part of their internal code to
external users. Critically, part of this protocol logic is acces-
sible without authentication. Moreover, basebands are often
present in multiple smartphones because fewer than a dozen
of companies build those chips. Therefore, one vulnerability
in one baseband can affect a whole span of smartphones from
different vendors [90].

Therefore, researchers have investigated ways to detect
flaws in the baseband implementations, by means of static
analysis, Over-the-air (OTA) testing, emulation. Those tools
report both logical bugs and inconsistencies due to incorrect
implementation of the cellular specification, but they also re-
port crashes due to invalid memory handling or invalid asser-
tions. Those bugs can lead to vulnerabilities such as identity
leaks, Denial-of-Service (DoS), message eavesdropping or
Remote Code Execution (RCE)

This paper does not aim to exhaustively cover all research
on cellular connectivity security. Instead, our goal is to illus-
trate the primary approaches focused on analyzing baseband
security, discuss their strengths and limitations, and outline
promising directions for future work.

In this systematization of knowledge, we make the follow-
ing contributions:

• present the fundamental challenges of analyzing cellular
basebands;

• describe the baseband attack surface, describe its associ-
ated threat model and provide a taxonomy of vulnerabil-
ities;

• review and classify the methods used to analyze this
attack surface;

• outline future research areas.

The remainder of this paper is organized as follows. Sec-
tion 2 provides background on cellular protocol generations
and baseband architecture, the attack models and vulnerabili-
ties taxonomy are introduced in section 3. Section 4 reviews
existing analysis methodologies and discusses their respective
strengths and limitations, and section 5 explores additional
attack surfaces, such as SIM interactions and application pro-
cessor interfaces. Finally, section 6 examines future work and
section 7 concludes the paper.

2 Background

2.1 Protocol generations
Cellular networks evolved from 2G (GSM), which lacked
base station and core network mutual authentication. Because
of this, it is not possible to prevent fake base station attacks.
This was fixed in 3G (UMTS). Additionally, some network
operators are starting to disable it [9,12,17], Google added an
option to disable its usage in Android 14 [43]. However, 2G
support in iPhones can only be disabled by enabling the Lock-
down Mode [1] which disables many other functionalities.
Unfortunately, basebands will likely need to support 2G for
many years to be able to be used in rural areas or in degraded
mode.

5G strengthened L3 security with mechanisms like Sub-
scriber Concealed Identifier (SUCI). These mechanisms were
intended to prevent device deanonymization by attackers.
However, the new lower layers capabilities of the 5G intro-
duce a new attack surface that can be exploited [59].

2.2 Baseband architecture

Baseband Application
processor

Peripherals
gNodeB

User equipmentExternal components

SIM Card

AMF

Core
Network RRC

NAS

Figure 1: Overview of the baseband architecture and its inter-
action with both peripheral components and network entities.
Elements highlighted in orange represent adversarial compo-
nents considered in this study.

Basebands interact with a wide variety of devices, but also
air interfaces with many layers and protocols. Four peripherals
are central in the attack surface analysis: the base station, the
core network, the SIM Card and the application processor
(Figure 1).

Base Station. The baseband and the base station communi-
cate over the air interface to transmit user data and phone calls.
In 4G networks, the base station is referred to as the eNodeB,
while in 5G it is called the gNodeB. The base station plays a
role in the cellular connectivity security, as it authenticates
the user and ensures integrity protection and encryption of
this communication channel.

Core Network. The core network provides mandatory ser-
vices such as user authentication and mobility management.
In 5G, the gNodeB forwards the Non Access Stratum (NAS)
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messages (Section 3.1) to the Access and Mobility Manage-
ment Function (AMF) server. It is a proxy between the base
station and the other components of the core network. The
AMF handles similar services as the Mobility Management
Entity (MME) in 4G.

SIM card. The Subscriber Identity Module (SIM) allows the
user to be authenticated on the cellular network. It stores
sensitive information such as the authentication key or the
International Subscriber Mobile Identity (IMSI), making it a
highly sensitive device.

Beyond its primary role, SIM cards are capable of running
applications and can be updated remotely [13]. This function-
ality introduces an additional attack surface.

SIM cards exist in multiple factors. They can be external
physical devices inserted into the phone, or they can be em-
bedded within the phone as the eSIM or iSIM. The eSIM
is a dedicated chip on the phone board, while the iSim is
integrated directly into the SoC.

The Application Processor (AP) runs the phone’s operating
system. The baseband and the application processor com-
municate through AT commands [44, 68, 82]. Some recent
basebands use proprietary communication protocols instead
of AT commands [6]. On the Android platform, the Radio
Interface Layer (RIL) daemon of the application processor
is responsible for handling this communication [53] (Sec-
tion 5.2).

3 Attack model

3.1 Over-the-air attack surface
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Figure 2: Organization of the cellular protocols for the 5G
control plane. In green, the integrity protected and encrypted
protocols.

The link between the base station and the baseband consti-
tutes a broad attack surface. Cellular connectivity is complex
and spans multiple generations of complex protocol stack,
spanning from 2G to 5G. This broad attack surface can be
divided into the the user plane and the control plane.

User Plane. The user plane is responsible for transmitting user
data, such as Internet traffic, voice calls, and SMS messages.
Vulnerabilities in the baseband can lead to improper integrity
protection and encryption of the user plane data, adversaries
to intercept or modify the traffic between the base station and
the user equipment.

Control Plane. The control plane transmits the signaling
information between the User Equipment (UE) and the base
station and core network. It is an important area of the cellular
connectivity as most security aspects of the communication
are handled in it such as the authentication, the configuration
of the security context, handovers. For this reason, most works
are focused on the security of the control plane.

For a single generation of the cellular standard, multiple
protocols organized into three distinct layers work together
to provide cellular connectivity (Figure 2). The architecture
outlined here corresponds to 5G standard, but its underly-
ing design principles remain consistent with those of earlier
generations.

The first layer is the physical layers, it performs the wireless
signal processing.

Layer 2 is rarely the focus of previous work, however, it
constitutes a significant attack surface. Protocols at this layer
are neither integrity protected nor encrypted, yet they expose
a bread range of functionalities that can be exploited to trigger
crashes or memory vulnerabilities in the basebands leading
to potential remote code execution [15, 35, 38]. This layer
comprises several protocols, including the Packet Data Con-
vergence Protocol (PDCP), the Radio Link Control (RLC),
and the Medium Access Control (MAC). The PDCP protocol
is responsible for providing integrity protection and encryp-
tion to both the control plane and user plane data, ensuring
confidentiality and preventing tampering during communica-
tion between the UE and the base station. The RLC protocol
manages packet segmentation, sequencing, and, reassembly.
Finally, the MAC protocol coordinates access to the physi-
cal transmission channel, ensuring optimal use of the radio
spectrum.

Layer 3 consists of the Non Access Stratum (NAS) and Ra-
dio Resource Control (RRC) layers. The NAS layer manages
mobility and session control, acting as a high-level signaling
interface between the UE the core network. It maintains its
own security context and enforces integrity protection and
encryption for NAS messages.

The RRC layers controls the communication between the
UE and the base station and performs mutual authentication.
NAS and RRC messages rely on distinct security contexts,
resulting in different unauthenticated attack surface.
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The NAS context is established first by the AMF through a
NAS Security Mode Command, which specifies the ciphering
and integrity algorithms. This enables integrity protection
for NAS messages, while RRC messages remain unprotected.
The base station then sends an RRC Security Mode Command
to configure ciphering and integrity algorithms for PDCP,
completing the RRC security setup.

For testing purposes, specifications allow null ciphering and
null integrity protection, but these should never be permitted in
production. Nevertheless, some basebands accept them [70].

3.2 Attack scenario

Man In the Middle Fake base station

Signal injectionSniffing Downgrade

5G

4G

Rogue carrier

Figure 3: Attack scenarios.

Several attack scenarios exist when analyzing the security
connection between the baseband and the base station (Fig-
ure 3): Man-In-the-Middle, Fake base station, rogue carrier,
signal injection, sniffing and downgrade attacks.

Fake Base Station (FBS). In the fake base station attack [47,
54, 66, 78], a fake base station is set up to impersonate a valid
base station. In this model, the attacker does not have access
to the cryptographic keys of the valid network. Therefore,
if the baseband implementation is secure, the attacker will
not be able to send messages after the authentication to the
baseband. To be able to conduct this attack, the attacker only
requires a laptop and a Software Defined Radio (SDR), such as
bladeRF 2.0 micro xA9 costing ~900$. This attack technique
is therefore not limited to state actors but can also be executed
by adversaries with comparatively limited resources.

Man-In-the-Middle (MitM). In a Man-In-the-Middle at-
tack [76], the attacker will setup a fake base station with the
name of a legitimate base station. When a UE connects to
it, the rogue base station cannot prove to be the legitimate
base station as the attacker does not have access to the cryp-
tographic keys (except in 2G where those are not needed).
However, the attacker can forward messages to the legitimate
base station. This allows reading, modifying, dropping, in-

jecting or replying messages sent between the UE and the
legitimate base station. Once the security context is set up,
integrity and the encryption of messages should prevent the
attacker from reading and modifying the messages, however,
some attacks have been discovered to bypass this protection
(Section 3.4.1).

Rogue Carrier. In the case of a rogue carrier [71], the at-
tacker has access to cryptographic keys allowing to create a
valid base station and core network. This scenario exposes
the broadest attack surface as the baseband will accept mes-
sages associated to both the unauthenticated and authenticated
section of the protocol. This attack surface also needs to be
inspected as it could be used by a malicious or compromised
network operator. Also, with the introduction of Non-Public
Networks (NPN) [4], where cellular networks are operated
under the control of private entities, the number of deployed
cellular networks will increase, thereby amplifying the risk
of vulnerabilities in individual deployments.

Signal injection. Signal injection attacks [29, 60, 89], involve
crafting radio signals to inject messages into the ongoing
communication between the victim UE and a legitimate base
station. Unlike fake base station attacks, this technique cannot
guarantee full success because the injected signal competes
with a legitimate one. To improve reliability, attackers can
jam the legitimate network and repeat the injected messages
multiple times [60]. Additionally, distance can reduce the
effectiveness of this method. Experiments in SNI5GECT [60],
achieved an 83% success rate at a distance of 20 meters from
the UE. Finally, those attacks might be complex to conduct
as after the injection the victim UE might respond an invalid
response which can be rejected by the legitimate base station.

Sniffing. Sniffing represents a comparatively less powerful
attack vector [58, 60], yet it merits consideration as inade-
quate mitigation can enable adversaries to capture messages
or derive device specific fingerprints. In certain scenarios,
vulnerabilities allow traffic to be transmitted without encryp-
tion, leaving the user unaware of its vulnerability to sniffing
attacks [75].

Downgrade. A downgrade is not an attack scenario in itself
but rather an outcome of other attack techniques. Certain pro-
tocol or baseband vulnerabilities can be leveraged to trigger
downgrades. However, it enables adversaries to exploit addi-
tional attack surface by forcing a UE to reconnect using a less
secure cellular generation. This typically involves disrupting
the communication between the UE and its serving base sta-
tion, compelling the UE to attempt reconnecting to a different
base station operating on an older standard. Such legacy often
contains well-known vulnerabilities. For example, downgrad-
ing to 2G is particularly critical due to the absence of integrity
protection (Section 3.4.3).

1Although the author indicate using a rogue base station attacker model,
they consider that the attacker does not have access to the cryptographic keys.

4



ss

No integrity Memory
corruption

Logic vulnerabilities Implementation vulnerabilities

Threats

Remote Code
Execution

Crashes

Communication
confidentiality

Invalid parsing

Cellular connectivity SIM card Application processor

V.1 V.2

Parsers SIM interfaceMessage specific
handlersSecurity context

Targets

RIL interface

DoS &
Downgrade

Fingerprinting

No encryption Non compliance

Location &
Identity leak

DoS &
Downgrade

Figure 4: Taxonomy of basebands attacks surface.

3.3 Attacker model

Multiple attacker models can be considered, each exploiting
different parts of the attack surface.

Unauthenticated Radio Attacker. This is the most common
attacker model. The adversary does not possess the encryption
keys and, assuming cryptographic primitives are correctly
implemented, cannot impersonate a legitimate base station
to exploit vulnerabilities in the authenticated attack surface
of the protocol. Nevertheless, such attackers can still exploit
vulnerabilities in the pre authenticated attack surface. This
model encompasses the fake base station, man-in-the-middle,
and signal injection attacks.

Compromised Mobile Network Operator. This attacker has
access to cryptographic keys, representing the rogue carrier
model [71]. It constitutes a highly powerful attacker because
it can exploit both pre-authentication and post-authentication
attack surfaces. Such scenarios are relevant when consider-
ing untrusted network operators, especially in regions where
states actors target civilians [39]. This model also applies in
cases where the SIM card itself is malicious [55], potentially
enabling the UE to connect to rogue networks.

Adversarial UE. An attacker can send messages to the phone
without requiring network-level access. For example, sending
multiple silent SMS messages with a recognizable pattern
can be used to track a user’s location by detecting this pattern

We consider this to be equivalent to the fake base station attack model.

when sniffing cellular communications in a specific area [65].

3.4 Vulnerabilities

Vulnerabilities in cellular communication can be divided be-
tween protocol vulnerabilities contained in the specification
and implementation vulnerabilities in network devices such as
the baseband, the base station, or the core network (Figure 4).

Protocol vulnerabilities. Vulnerabilities in the specification
are the most critical because they affect all devices and re-
quire a new version of the protocol to fix. Such flaws can
lead to deanonymization, fingerprinting, impersonation. Some
work [18, 23, 24, 40, 73, 76] has analyzed the protocol to iden-
tify vulnerabilities in the specification. Although protocol
vulnerabilities in the specification are important, they are not
really the focus of this paper which focuses on the implemen-
tation errors in the baseband itself. This said, baseband testing
can reveal vulnerabilities from the specification too.

Logical bugs. Errors can occur during protocol implemen-
tation, including invalid integrity checks and incorrect mes-
sage parsing. Logical bugs are difficult to detect and often
require custom oracles specially targeting specific protocol
components. Designing these oracles may demand special-
ized protocol knowledge. Few off-the-shelf detectors exist,
unlike memory sanitizers. In DoLTEst [70] paper, the authors
identified three categories of logical bugs when handling cel-
lular messages: issues in messages’ integrity and encryption
handling, flaws in generic parser or flaws in specific message
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Paper FBS M I R Vulns
BaseSpec [46] Not specified Ð

BASECOMP [45] ○ Ð

DIKUEUE [41] ○ ○ Ð

5GBaseChecker [83] ○ ○ Ð

DoLTEst [70] ○ ○ ○ Ð

Instruction unclear [50] ○ Ð

UFuzz [79] ○

UE Security Reloaded [21] Not specified Ð

SNI5GECT [60] ○ Ð

5GHoul [33] ○ ○ :

OTABase [71] ○ ○ ○ ○ :

LLFuzz [38] ○ ○ ○ :

BVFinder [56] ○ ○ ○ ○ :

BaseSAFE [61] Not specified :

FIRMWIRE [37] ○ 1 :

FIRMSTATE [42] Not specified :

BASEBRIDGE [49] Not specified :

LORIS [74] ○ ○ ○ :

Hexagon fuzz [72] Not specified :

SIMurai [55] Hostile SIM :

BaseMirror [53] Application Processor :

Table 1: Summary of the attack models used in each paper
and the vulnerabilities analyzed.
F: Fake Base station, M: Man-In-the-Middle, I: Injection, R:
Rogue base station. Attacker model considered in each paper,
:: memory vulnerabilities, Ð: logic vulnerabilities.

handlers.

Memory vulnerabilities. Improper message handling can
trigger invalid memory accesses, integer overflows, or use-
after-free errors [81]. Such vulnerabilities have been found
in basebands from MediaTek [33, 51, 71], UNISOC [63],
Huawei [7], Qualcomm [8, 32] and Samsung [34] basebands.
In addition to being programmed in memory-unsafe lan-
guages, basebands often lack the memory protection mech-
anisms present on desktop and server operating systems. To
detect these vulnerabilities, researchers can build memory san-
itizers using hooks available in emulators [61], an approach
that is broadly applicable to other embedded systems.

Protocol vulnerabilities have already been reviewed in ear-
lier literature [20,28]. Core network security has been covered
in prior work [31, 48].

In this paper, we focus our analysis on logical and mem-
ory vulnerabilities affecting basebands (Table 1). These two
classes of vulnerabilities can arise independently, but they can
also interact and produce broader security consequences for
the communication stack or the device as a whole.

Both classes can be further divided into subcategories. Log-
ical vulnerabilities typically affect the integrity of the protocol
state machine or the correctness of higher-level procedures.
Memory vulnerabilities, on the other hand, can undermine

the confidentiality, integrity, or availability of the baseband
through issues such as buffer overflows, use-after-free flaws,
or improper memory isolation.

3.4.1 Integrity

When analyzing the baseband, the integrity can apply to both
the communication integrity or the baseband integrity.

Communication integrity. Once the security context of RRC
and NAS layers is complete, both protocol should be both
integrity protected and encrypted. Integrity protection ensures
that the baseband can verify the origin of messages and reject
any that do not originate from a legitimate base station and le-
gitimate core network, thereby mitigating man-in-the-middle
and signal injection attacks. BASECOMP [45] investigates the
correctness of integrity enforcement in baseband firmware.
Using symbolic analysis, the authors compute the constraints
applied to incoming messages and compare those constraints
against the specification. This approach enables the detection
of messages that are accepted without the required integrity
protection.

When integrity checks are missing or incorrectly imple-
mented on the received packets, the attackers may be able to
exploit those vulnerabilities by injecting malicious messages,
allowing to attack the baseband where it should normally only
accept authenticated messages.

This can also lead to privacy issues. For example, this
may allow sending SMS phishing messages, sending invalid
network identity and time elements. Other messages can be
sent, and those will have an impact on the confidentiality or
the availability of the communication.

In 4G/5G, SMS messages can be sent through the user
plane over IP to the IMS server [11] or over NAS in the con-
trol plane [10]. DoLTEst [70] found one vulnerability in the
integrity protection in the RRC layer and one in the NAS layer
which can be exploited to inject an SMS message over NAS
signaling which will be accepted despite the invalid NAS and
RRC security context. By exploiting a vulnerability in the
NAS Authentication and Key Agreement (AKA) procedure
BASECOMP [45] authors and 5GBaseChecker [83] authors
managed to reproduce this attack using other vulnerabilities
allowing to bypass the integrity verification. Those vulnera-
bilities enable an attacker to send fishing SMS using a false
base station, MitM or signal injection attacks.

Additionally, invalid integrity can allow an attacker to con-
trol information displayed to the user. For example, by modi-
fying the EMM Information message, the attacker can change
the UE time by sending invalid time or the attacker can also
control the displayed network name [45, 70].

Baseband’s integrity. Memory corruption vulnerabilities in
baseband firmware can escalate beyond simple crashes to
enable Remote Code Execution (RCE). This grants attackers
arbitrary control over the modem processor. This threat has
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been demonstrated in several research works [15, 36, 86, 88]
and a public report [14].

3.4.2 Confidentiality

Users care about their privacy, mobile protocols have been
traditionally weak in this respect, with broadcasting identifiers
in the clear (e.g., IMSI) or transmitting data in clear (SMS
in 2G). However, as those protocol design vulnerabilities are
addressed, attackers will target implementation vulnerabilities
to track devices identities and access users data.
User confidentiality.

As stated in 3.4.1 integrity vulnerabilities can allow sen-
sitive RRC or NAS messages, normally requiring a valid
security context. For example, an attacker could send a RRC-
ConnectionReconfiguration with the measConfig IE which
would leak signal information and therefore help to finger-
print or locate the UE [70]. However, in 4G, this could also be
used to deanonymize the UE by sending an NAS Identity Re-
quest which would leak the International Mobile Subscriber
Identity (IMSI) and International Mobile Equipment Identity
(IMEI) revealing both the permanent subscriber identity stored
in the SIM and the phone identifier.

To mitigate user tracking, 5G introduces a new identity
management scheme that replaces the IMSI. The Subscriber
Permanent Identifier (SUPI) is never transmitted in clear, in-
stead, it is used to derive a dynamic, encrypted identifier
known as the Subscriber Concealed Identifier (SUCI). This
mechanism significantly reduces the exposures of permanent
identifiers over the air. Nevertheless, certain attack [25] can
still infer the presence of arbitrary devices within a given area,
despite the use of SUCI.

Additionally, device’s capabilities or implementation speci-
ficities can be used to fingerprint the device [70], without
requiring the integrity keys.

Data confidentiality. The confidentiality of the user plane
packets between the UE and the base station such as the SMS
over IP or Internet traffic is ensured by the PDCP protocol like
the control plane. However, DoLTEst [70] authors identified
a 4G vulnerability where the baseband accepts the EIAO in-
tegrity mechanism. This forces the use of null integrity, which
in turn results in null ciphering. Exploiting this flaw, an at-
tacker operating a fake base station can intercept unencrypted
traffic. This issue is especially critical when the UE does not
alert the user that the connection lacks encryption [75]. Like-
wise, the authors of 5GBaseChecker [83] demonstrated that
exploiting the integrity bypass presented in (Section 3.4.1)
enables attackers to read Internet traffic exchanged between
the UE and the base station.

Baseband confidentiality. Certain vulnerabilities in the base-
band can lead to unintended information leakage. For exam-
ple, D. Klischies et al. [50] discovered a memory vulnera-
bility in the Public Warning System (PWS) that permits out-

of-bound reads. Under the right conditions, this flaw could
expose sensitive data from memory, including PDCP session
encryption keys.

3.4.3 Availability

Denial-of-Service. Previous security analyses have shown
that basebands can contain NAS or RRC logic flaws that
cause crashes when processing malformed messages. When
this occurs, the device loses its ability to communicate with
the base station. In production environments, basebands typ-
ically reboot after a crash [50]. However, this recovery pro-
cess introduces a delay, which can be exploited for persistent
disruption. Such crashes often result from invalid memory
accesses or reachable assertions [2] in the firmware imple-
mentation [5, 33, 50, 70].

Denial-of-service can also occur without crashes. For ex-
ample, the DIKUEUE [41] tool identified a vulnerability in
the 4G protocol implementation for some devices related to
the Globally Unique Temporary Identifier (GUTI) relocation
leading to a denial-of-service. The GUTI, introduced in 4G,
is a temporary identifier to replace the IMSI to reduce the
exposure of the IMSI. By doing a MitM relay, an attacker
could trick the UE into not changing its GUTI by dropping
a GUTI_reallocation message from the MME. The device
then will not respond to the network sending messages with
the new GUTI as the device will have kept the old GUTI,
effectively disrupting the communication.

Inter-generation downgrade. When a baseband detects a
base station but fails to establish a connection, it may at-
tempt to connect to another available base station operating
on an older protocol version. This fallback behavior can be
exploited to perform downgrade attacks [21, 33]. In such at-
tacks, the adversary will deliberately jam one network forcing
the device to revert to a legacy standard that may contain well
documented vulnerabilities.

Existing research has demonstrated several downgrade vec-
tors. For instance 5GHoul [33] describes an attack that flood
the UE with Deregistration Accept messages exhausting the
UE handling resources and leading to a downgrade. This tech-
nique requires modifications to the base station software to en-
able sending arbitrarily retry messages. Another vulnerability
identified by the same tool involves crashing the baseband’s
5G handler, which coerces the device into downgrading to 4G
or even 3G networks.

Additionally, integrity failures can also facilitate down-
grades. For example, an attacker injecting an RRC Release
message can force the UE to reconnect using another protocol
version [83], effectively triggering a downgrade.
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4 Analysis methods

To systematically explore the extensive attack surface of cellu-
lar basebands, researchers have developed specialized analysis
tools that fall into three primary analysis categories: static
analysis, Over-The-Air (OTA) analysis and emulation.

4.1 Over The Air Testing

OTA testing evaluates UE by interacting with them through
standard-compliant cellular protocols. This method involves
sending crafted messages over the air interface to probe pro-
tocol behavior and identify flaws. OTA analysis is highly
generalizable, enabling the assessment of diverse devices re-
gardless of baseband implementation [33, 34, 38, 80, 85–87].
Nevertheless, OTA testing suffers from practical limitations:
tests are slow, costly to scale as one physical UE is required
per testing process.

For each test case, the testing system must wait a few sec-
onds when the device silently ignores a response to confirm
that the response was truly ignored [70].

When a crash happens, the baseband state needs to be reset.
This requires to turn the airplane mode on and off [50] or
even, in some cases, to reboot the device or removing and
reinserting the SIM card [71]. This can take up to a dozen
of seconds and causes an important slowdown in the fuzzing
process.

Device state Analyzer Test input

Core network

Core network

gNodeB

L3
L2

L3

13

Liveness2

Figure 5: Example Over The Air (OTA) baseband testing
platform setup.

A typical OTA baseband testing platform (Figure 5) op-
erates in three stages: 1⃝ the platform creates test inputs to
be transmitted over-the-air to the device under test. 2⃝ the
platform evaluates the effect of the test input using security or-
acles, such as detecting baseband crashes or improper security
context. 3⃝ in the context of fuzzing, additional observers may
be introduced to guide the mutators and improve coverage.

4.1.1 Input generation

Fuzzing target. OTA testing serves multiple purposes. It can
uncover crashes or timeouts caused by memory vulnerabilities
or reachable assertions [33, 38, 71, 79, 80]. It can also reveal
logic vulnerabilities [50, 70], and even help infer the finite
state machines implemented in certain basebands [41, 83].
Table 3 provides an overview of the protocols covered by the
various works analyzed in this paper.

Generating the fuzzing input. OTA testing is inherently
slow, so inputs must be sufficiently valid to avoid early rejec-
tion, yet not overly constrained, as mutations are necessary to
uncover vulnerabilities. Valid messages enable deeper state
exploration in the firmware, while mutated inputs test robust-
ness against malformed data. This creates a trade-off between
fidelity, which impacts exploration depth, and mutation or
non-compliant input, which increases the likelihood of trig-
gering bugs.

Two main approaches are commonly used: (i) manually
crafting protocol messages [50, 70], or (ii) relying on an
existing network stack to generate messages and applying
mutation strategies to produce malformed or adversarial in-
puts [33, 38, 71, 80].

For complex, multi-layered protocols such as those used
in cellular networks, manual message crafting is particularly
challenging due to the large number of message types and
intricate state dependencies. An alternative approach consists
in inserting mutation hooks within the mobile network imple-
mentation, enabling selective modification of messages before
they are transmitted to the UE. When mutating messages that
are subject to integrity protection, these hooks must be placed
prior to the application of authentication and integrity mecha-
nisms; otherwise, any modification will cause the messages
to be rejected due to integrity check failures.

To generate messages or inject messages, researchers com-
monly rely on open-source cellular network implementa-
tions, such as OpenAirInterface (OAI)2 [33], OpenBTS3, or
srsRAN4 [38, 71, 80].

However, the baseband is highly stateful, requiring the UE
to be in a specific state before accepting certain messages.
Some researchers use those cellular network implementations
to establish valid communication between the baseband and
the core network, ensuring that the device is in the correct
state before injection test inputs [50, 70].

Also, both commercial and open-source stacks have lim-
itations, as they do not implement all the features defined
in the standard [71]. Consequently, researchers must devise
strategies to test unimplemented messages and modify the
software to allow sending custom, invalid packets [71].

5GHoul [33], mutates inputs generated by OpenAirInter-

2https://openairinterface.org/oai-5g-ran-project/
3https://github.com/PentHertz/OpenBTS
4https://www.srslte.com/
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face, like CovFUZZ [80] they support both packet mutation
and replay. To improve the fuzzing process LLFuzz [38] uses
the cellular specification to create new standard compliant
packets and to target mutations to security sensitive fields.

Finally, fuzzing lower layers (e.g., MAC) is particularly
challenging because they cannot tolerate delays greater than
the slot transmission time (~1 ms) [33].

4.1.2 Impact analysis

In order to assess the robustness of the baseband, it is crit-
ical to be able to detect crashes of the baseband. Common
strategies include monitoring system logs via Android Debug
Bridge (ADB) [38] or performing periodic liveness checks on
the RF link or both [50]. However, detecting memory corrup-
tion remains challenging in embedded systems as they may
not trigger an instantaneous crash [67]. Unlike traditional
applications, basebands often lack comprehensive debugging
interfaces, making automated crash detection and recovery
a non-trivial task. Some devices, such as Apple’s phones,
are lacking such a debug mechanism or requires jailbroken
devices [80]. This currently prevent using this technique to
analyze them.

4.1.3 Guiding mutators

Beyond detecting crashes, effective fuzzing benefits from
observing how input mutations influence the device behavior.
Instrumentation can provide valuable feedback, such as code
coverage metrics in emulated environments or the number of
state transitions achieved for one input. These observers guide
mutators toward unexplored states, improving the fuzzing
efficiency, compared to purely random fuzzing.

In order to optimize the fuzzing process, 5GHoul [33] con-
structs a state machine by recording standard interactions
between the gNodeB and the UE. This is a one-time effort.
The objective of the 5GHoul fuzzer is to maximize the tran-
sitions of the protocol finite state machine. UFuzz [79] also
aims to maximize state transitions, but additionally considers
the time elapsed before receiving a response.

4.2 Static analysis

Static analysis examines the firmware without executing it.
Some researchers search vulnerabilities manually in a disas-
sembler, they would start by identifying important parsers and
functions (e.g., handling Type Length Value (TLV) packets)
and manually identify vulnerable code [86]. The effectiveness
of static analysis can greatly be improved by using advanced
tools. Techniques such as taint analysis or symbolic analy-
sis tracks data flows to help identify potential vulnerabilities.
Other methods such as formal verification leverage mathe-
matical models to reason about the binary code and verify
security properties.

One advantage of static analysis is that it does not suffer
from the slow testing speed issues of the over-the-air test-
ing approach. However, the firmware needs to be obtained
(unpacked, decrypted, or dumped, etc.) and the tools need to
support the firmware CPU architecture. Furthermore, classic
static analysis challenges apply such as resolving dynamic
state (indirect calls, functions pointers, state variables) and
the large number of false positives.

4.2.1 Taint-based identification of sensitive functions

Taint analysis tracks values originating from specific inputs
as they propagate through the program to functions of interest.
This approach enables the identification of cases in which data
derived from input messages is used in memory-sensitive op-
erations. For instance, BVFinder [56] employs taint analysis
to detect memory vulnerabilities in message-specific handlers.
The critical memory operations detected include functions
such as memcpy, where the size parameter is controlled by
the input. A second category of sensitive operations involves
loops whose iteration count is influenced by the input. In-
deed, an invalid iteration count can result in out-of-bounds
access. However, these handcrafted detectors cannot perform
more granular checks on variables and may therefore produce
false positives. Consequently, manual review of the generated
reports is necessary. Moreover, similar to the others static
analysis tools, this approach requires manual implementation
of mechanisms to resolve indirect function calls.

4.2.2 Parsers functions analysis

Baseband firmware relies on dedicated functions to decode
binary-encoded messages and forward their content to the ap-
propriate message handlers. BaseSpec [46] relies on the fact
that implementations of L3 messages parsers adhere closely to
the specification. Leveraging this insight, the authors system-
atically identify decoding functions and extract their mapping
logic to verify that all expected message types are present.
They also search for decoders that handle message types not
defined in the specification, as they could indicate potential
security vulnerability.

The extraction of the message structures from the binary
is performed manually, which is labor-intensive. However,
because the decoding logic tends to remain consistent across
different baseband models from the same vendor, this ap-
proach should be largely reusable with minimal modifications
within the same vendor. Despite this advantage, this approach
has only been used for a single vendor because porting this
implementation to a different baseband vendor requires a
significant amount of work.

4.2.3 Negative testing

Similarly to the integrity analysis where some messages
should be rejected when not properly protected or encrypted,
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some messages shouldn’t be accepted if the device is not in
the correct state. In some cases, such as implementation errors,
some messages are, nevertheless, accepted. Those implemen-
tation errors can also be due to the fact that the specification
is not clear or even does not clearly specify the expected
behavior.

The negative testing approach is explored in DoLTEst [70],
which primarily focuses on the security of messages with
respect to authentication. Specifically, the study tests whether
messages that should be integrity protected are rejected when
sent without authentication or integrity protection. To achieve
this, the specification is manually analyzed, and for each mes-
sage, the conditions under which it should not be accepted are
described. This collection of rules is then used to generate test
cases. To model the connection state, only the authentication
state is considered, approximated using four discrete states.
This method is furthermore investigated by D. Klischies et
al. [50]. They describe the Public Warning System (PWS),
SMS and RRC specification in a custom format. This docu-
ment is then fed to a model checker to detect undefined state
of the specification and generate test cases to explore those.
This approach allows them to model the state more precisely
than in DoLTEst and to test invalid messages ordering.

4.2.4 Deviant behavior

Due to the complexity of the cellular specification, imple-
menting it correctly can be a daunting task. Therefore, it
is possible that implementation mismatch exists. Also, no
reference implementation exists, and no official Finite State
Machine (FSM) reference exists [83]. Therefore, researchers
cannot compare implementations with a ground truth and
have to rely on other methods. Researchers proposed two
main methods to detect logic bugs, first, comparing the imple-
mentation with the specification, or, second, compare multiple
implementations and look for deviant behavior.

As the cellular specification’s size is important, manual
analysis to extract security oracles can be impractical. An-
other solution is to consider that all the basebands should
implement the same specification. Therefore, two different
basebands should behave similarly when exposed to the
same set of inputs. Based on this insight, DIKEUE [41] and
5GBaseChecker [83] extract the protocol’s FSM for multiple
devices and compare them to identify discrepancies. Such
discrepancies can be due to actual protocol implementation
error or imprecise protocol specification.

FSM extraction. Extracting the protocol FSM from a base-
band poses significant challenges. For this, passive analysis
can be done. By this, the communication between the base
station and a device is recorded. However, during the mes-
sages exchanged in this recording might not be exhaustive. In
order to increase the coverage of the different states, DIKEUE
rely on active FSM learning. In this mode, messages are ac-
tively sent to test unexplored part of the FSM. This active

method can involve a high amount of messages which may
take a significant amount of time. To speed the process up,
5GBaseChecker reuse information used when exploring pre-
vious devices to reduce the amount of messages to send.

Identification of deviation in FSM. Comparing FSMs to
identify differences in the implementation is difficult. Having
loops in it can make the process more complex [41]. DIKEUE
uses a custom method to identify those deviant behaviors
between the extracted FSM’s of two different basebands. In-
stead, 5GBaseChecker uses information from previous FSM
construction to verify them on different basebands.

4.3 Emulation based fuzzing

To overcome the challenges of limited speed and lack of in-
trospection in OTA testing, researchers explored [37, 42, 49,
61, 74] how baseband firmware could be fuzzed in an emula-
tor. This approach provides a controlled environment that en-
ables significantly higher fuzzing speed (e.g., 100x to 10,000x
speedup compared to OTA testing [49]). This acceleration is
due to the higher execution speed of desktop or server proces-
sors compared to the embedded microcontroller units (MCU).
But this speedup is also due to the fact that emulation allows
restoring the baseband’s state after a crash from a snapshot.
It does not require toggling the airplane mode on and off or
rebooting the device. This method makes it also possible to
control more precisely the execution, pause the emulation,
modify some registers or do some snapshots to restore the
state of the firmware after having tested one input. Addition-
ally, as everything is being simulated, this approach is easily
scalable as we can parallelize the fuzzing on multiple power-
ful servers. Moreover, emulating the firmware allows adding
more easily some instrumentation to collect, for example, the
coverage. This helps to get more information to improve the
mutators efficiency. It also enables researchers to use more
precise observers to detect crashes more accurately and de-
tect vulnerabilities using sanitizers [61] (provided that they
support binary firmware or the emulator). However, emula-
tion requires significant engineering effort to mimic hardware
behavior and peripheral interactions accurately enough to let
the emulation proceed further in the firmware. It is therefore
likely impossible to achieve the same fidelity as with over
the air testing, in particular as the documentation for those
baseband processors is not available to third parties.

Supporting new architectures can represent an important
amount of manual work. First the analyzed architecture needs
to be supported by the emulator. Recent research has primar-
ily focused on MediaTek and Samsung’s Shannon basebands.
In contrast, Qualcomm, despite holding one of the largest
shares in the baseband’s market, has remained largely unex-
plored. Indeed, Qualcomm’s baseband relies on their custom
architecture, Hexagon. No emulator currently supports full
system emulation for this architecture. However, Qualcomm
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has recently introduced support for full-system emulation
for the Hexagon instruction set in its QEMU fork [16, 22]
By integrating this fork with the QEMU LibAFL fork [64],
B. Produit et al. developed the first fuzzer targeting for the
Hexagon architecture [72].

Paper Target Layers

FIRMWIRE [37] S, M
4G: RRC, SM,

2G: CC
FIRMSTATE [42] S 4G: RRC, NAS
BASEBRIDGE [49] S, M 4G: RRC, NAS
LORIS [74] S, M 4G & 5G: NAS
Hexagon Fuzz [72] Hexagon

Table 2: Summary of the full system emulation works.
S: Shannon, M: MediaTek

Depending on the level of emulation fidelity required,
firmware can be emulated using two approaches: partial emu-
lation or full-system emulation.

Partial emulation In partial emulation, only a subset of the
firmware is executed. For example, BaseSAFE [61] focuses
exclusively on fuzzing the NAS and RRC parsers of the LTE
protocol. This approach is suitable when the function under
test does not rely on external state or peripherals, or when such
interactions can be bypassed. By inserting hooks, functions
interacting with these peripherals can be skipped. However,
skipping peripheral interactions may hinder access to deeper
parts of the function under test, only reachable with proper
peripheral emulation.

Full-system emulation To support fuzzing of tasks that in-
volve interactions with global state or peripherals, full-system
emulation can be employed (Table 2). Certain variables, mem-
ory layouts, or function pointers are initialized only during the
boot process. For example, the scatter loading performed in
the Shannon firmware [46] occurs during firmware initializa-
tion. This requirement introduces additional complexity for
partial emulation or static analysis approaches, as resolving
these dependencies must be done manually. Starting emula-
tion at the reset vector mitigates this issue; however, it requires
handling the interactions with the rest of the peripherals.

One difficulty with fuzzing emulated firmware is to find
how to send the messages to the parsers. Indeed, the RF fron-
tend is not emulated. For this, FirmWire [37] inject some
tasks into the RTOS in order to use its internal functions to
send some inputs directly to the correct parser task.

The fuzzing of the parsers is therefore done in a state where
the baseband is not connected to the network. This leads to
some state variables not being set. To resolve this issue BASE-
BRIDGE [49] and FIRMSTATE [42] try to extract the state
of a running baseband in order to restore it in the emulated
firmware. However, this method requires having access to the
physical device, and being able to dump the firmware out of

it. Loris [74] removes the dependency on the physical device
by synthesizing some potential state variables by the mean of
symbolic execution.

5 Other attack surface

5.1 SIM protocol attack surface

SIM cards are important components that allow the baseband
to authenticate itself to the network. It’s an important com-
ponent when analyzing the smartphone’s security. Without it
the phone cannot authenticate with the network.

Previous vulnerabilities demonstrated that SIM handling
could have important security impact on the security of the
UE such as a vulnerability leading to a lock pin bypass due
to invalid SIM code handling [77].

Emulating the interaction between the sim card and the
baseband will allow deeper states when doing full system
fuzzing.

However, some work has been done to support the emu-
lation of some of the baseband peripherals such as the SIM
card. SIMurai [55] showed that it is possible to emulate the
interaction with a complex device such as the SIM.

5.2 Application processor attack surface

When considering the baseband’s attack surface, the Applica-
tion Processor (AP) needs to be taken into account. Indeed,
the baseband and the AP communicate through inter-process
communication (IPC) and shared memory. IPC replaced the
AT commands used in legacy android devices.

The AT interface is an important attack surface as it is
accessible through a Bluetooth or USB interface. Also, this
interface allows resetting the baseband, enabling the flashing
mode, bypassing the lock screen on some devices [82]. Some
of those commands can lead to network disruptions or even
leave the baseband in a corrupted state requiring a new flash
of the firmware to recover.

C. Mulliner et al. [68] showed that it is possible to fuzz this
interface by injecting a layer between the modem driver and
the telephony stack to monitor and inject command sent to
the baseband processor.

I. Karim al. [44] applied fuzzing but using a custom fuzzer
to generate valid AT commands using a handcrafted proto-
col grammar and execution time as a fuzzer feedback. Using
fuzzing allows avoiding manual work to extract the relevant
binary contained in the firmware images. As each vendor has
its own packaging method, this can be a tedious process. In
this work, the baseband’s AT interface was fuzzed through
the Bluetooth and the USB connection. This work highlighted
that one device would accept and execute syntactically in-
valid command consisting of a combination of two valid but
unauthorized AT command.
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Some baseband constructors implement custom AT com-
mands. They can enable the user to do privileged operations,
enable debug modes, or other sensitive actions. This adds a
new attack surface that needs to be analyzed. Tian et al. [82]
extracted AT commands supported by some basebands. Using
regular expressions and some heuristics, they identified AT
commands contained in the firmware. They combined those
commands with commands specified in the specification. To
assess the security implication of those commands, they sent
individually all the commands identified, and they manually
observed their impact.

In BaseMirror, W. Li et al. [53] used taint analysis to un-
cover undocumented proprietary commands in the Radio In-
terface Layer (RIL). The RIL is an abstraction layer used by
Android to provide a unified interface to communicate with
the baseband. Some commands can be sent even by non root
application.

6 Future work

Baseband firmware and mobile protocols are complex and
there are therefore large unexplored areas. Lower layers, such
as the PDCP layer, responsible for ensuring the message con-
fidentiality haven’t been studied. Even though the PDCP has
been fuzzed by LLFuzz [38] to find memory vulnerabilities,
logical bugs could be interesting to explore.

Combining Over The Air testing approach with a fully
emulated system would provide a very complete and flexi-
ble testing environment. However, as mentioned in the full
emulation section, fully rehosting a firmware for more than
analyzing some parsers is difficult, this will require interac-
tion with peripherals that are complex, not emulated and not
documented (interaction with the physical layer radio, DSPs,
etc).

All the works covered in this state-of-the-art analysis are
considering the cryptographic primitives to be correct. One
research area could be to investigate if those cryptographic
primitives are correctly used [84] and implemented. For ex-
ample, if the message signature and encryption is correct, and
more importantly if the message signature is properly checked
before the message is decrypted.

6.1 Support for Apple and less studied devices
Market studies report that 99% of basebands are manufactured
by, from the most to the least populars: MediaTek, Qualcomm,
Apple, UNISOC, Samsung and HiSilicon (Huawei) [26]. So
far research largely focused on MediaTek and Samsung.

Limited previous work [41, 52, 86] have targeted the anal-
ysis of baseband used in iPhones. [86] focuses on very old
iPhone baseband (Intel basebands used in iPhone 4, released
in 2010). [52] targets the communication interface between
iOS CommCenter and Intel’s baseband. Qualcomm’s base-
band is using another interface, not supported in this work.

Also, they require a jailbroken iOS devices. [41] on the other
hand analyses iPhones (XS, from 2018) purely as a black box.

The current iPhone’s baseband technology is an in house
baseband, which originates from Apple’s 2019 acquisition of
Intel’s mobile modem division. This makes it critical to find
new ways to investigate the security of baseband on iPhones
as those baseband are now only used on Apple devices. In-
deed it is not possible anymore to benefit from vulnerabilities
found on android devices using the same baseband chip as
iPhones. For example, the baseband log can often be accessed
on android devices, but not on iPhones. Even Over The Air
analysis is hard to do on iPhones as there is limited visibility
on the baseband status (e.g., like ADB), and limited monitor-
ing of the baseband for crash and reset (libimobiledevice was
used for this in DIKEUE [3]).

Some basebands’ manufacturers are not extensively looked
into such as Unisoc [63] or Huawei (HiSilicon) basebands.

Firmware analysis and emulation of Qualcomm basebands
have been rendered difficult by the use of their Hexagon pro-
cessor architecture [87], and researchers focused on dynamic
testing. Recent progress have been made on system level
Hexagon emulation [22] and used for preliminary baseband
emulation [72].

7 Conclusion

In this paper, we investigated the security of the baseband, em-
phasizing their complexity, proprietary design, and reliance
on memory-unsafe languages which collectively introduce
vulnerabilities exploitable by remote adversaries. We pre-
sented the over-the-air attack surface and highlighted the ne-
cessity of considering additional attack vectors such as the
malicious application processor and SIM cards. Our taxon-
omy distinguishes between logic and memory vulnerabilities.
Additionally, we stressed the importance of considering the
rogue network attack model.

We analyzed three dominant research paradigms: Over-
the-Air testing, static analysis, and emulation-based fuzzing,
highlighting their respective strengths and limitations. While
OTA testing ensures realism, it suffers from scalability con-
straints; static analysis allows precise security analysis of the
protocol implementation but is difficult to adapt to other base-
band vendors whereas, emulation offers introspection and
speed but demands substantial engineering effort.

Finally, we outlined future research directions, including
fuzzing of lower-layer protocols, analysis of Apple basebands,
and advancing full-system emulation, particularly for archi-
tectures such as Qualcomm’s Hexagon.
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Paper Testing Bugs Target
BaseSpec [46] Û@ Ð Messages decoder (L3)
BaseComp [45] Û@ Ð Integrity functions
BVFinder [56] Û : Messages specific handlers
DIKUEUE [41] ó Ð 4G control-plane
5GBaseChecker [83] ó Ð 5G control-plane
DoLTEst [70] ó Ð 4G control-plane
Instruction unclear [50] ó Ð 4G (RRC, PWS, SMS)
U-Fuzz [79] ó

UE Security Reloaded [21] ó Ð 5G (RRC, NAS)
5ghoul [33] ó : 5G (MAC, RLC, PDCP, RRC, NAS)
OTABase [71] ó : 4G&5G (RRC, NAS)
LLFuzz [38] ó : 4G (PHY, MAC, RLC, PDCP)
BaseSafe [61] ø :

FirmWire [37] ø : 4G (RRC, NAS), 2G (CC)
FirmState [42] ø : 4G (RRC, NAS)
BaseBridge [49] ø : 4G (RRC, NAS)
Loris [74] ø : 4G&5G (RRC, NAS)
Hexagon fuzz [72] ø :

SIMurai [55] ø : SIM interface
BaseMirror [53] ø : RIL

Table 3: Overview of the approaches and target covered by the different works. :: memory vulnerabilities, Ð: logic bugs, Û:
static analysis, @: comparison with specification, ó: Over-the-air testing, ø: emulation
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